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monitoring (aka runtime verification) ↪→ Overview

· Lightweight verification technique
· Checks whether a run of a (blackbox) program conforms to a specification

(As opposed to model checking which verifies all runs)
· Monitors are synthesized and integrated to observe the system

· Monitors determine a verdict: B3 = {⊤,⊥, ?}
· ⊤ (true): run complies with specification
· ⊥ (false): run does not comply with specification
· ?: verdict cannot be determined (yet)

Monitor

specification

run verdicts
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monitoring ↪→ System Abstraction

1. Components (C)
2. Atomic propositions (AP)
3. Observations/Events (AP → B2, possibly partial )
4. Trace: a sequence of events for each component (partial function)

Example
1. {c0, c1} (Temp sensor + Fan)
2. {tlow, tmed, thigh, tcrit, fan} (e.g., tcrit “temperature critical”)
3. {⟨tlow,⊤⟩, ⟨fan,⊥⟩} — “temperature is low and fan is not on”

4.

 0 7→ c0 7→ {⟨tlow,⊤⟩, ⟨tmed,⊥⟩, . . .} 0 7→ c1 7→ {⟨fan,⊥⟩}
1 7→ c0 7→ {⟨tmed,⊤⟩, . . .} 1 7→ c1 7→ {⟨fan,⊥⟩}
2 7→ c0 7→ {⟨thigh,⊤⟩, . . .} 2 7→ c1 7→ {⟨fan,⊤⟩}


{⟨tlow,⊤⟩, ⟨fan,⊥⟩, . . .} · {⟨tmed,⊤⟩, ⟨fan,⊥⟩, . . .} · {⟨thigh,⊤⟩, ⟨fan,⊤⟩, . . .}
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monitoring using automata ↪→ Example

“Fan must always be turned on when
temperature is high”

q0 q1

q2

thigh
fan ∧ thigh¬thigh

¬fanfan ∧ ¬thigh

⊤

G(thigh =⇒ Xfan)

1. At t = 1, from q0:

1.1 Observe
thigh ⊤
fan ⊥

1.2 Eval
¬thigh ⊥

thigh ⊤

2. At t = 2, from q1:

2.1 Observe
thigh ⊤
fan ⊥

2.2 Eval
fan ∧ ¬thigh ⊥

fan ∧ thigh ⊥
¬fan ⊤

Monitoring this property requires a central observation point!
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decentralized monitoring ↪→ Problem statement

· General setting

· C = {c0, . . . , cn}: components
· AP = AP0 ∪ . . . ∪ APn: atomic propositions, partitioned by C
· no central observation point
· but monitors attached to components

· Challenges:

· partial views of AP – unknown global state
· partial execution of the monitor (evaluation)
· communication between and organisation of monitors

c1 . . . ci . . . cn

M1 . . . Mi . . . Mn

AP1 AP i APn
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decentralized monitoring ↪→ Problem statement
· General setting

· Challenges:

· partial views of AP – unknown global state
· partial execution of the monitor (evaluation)
· communication between and organisation of monitors

c1 . . . ci . . . cn

M1 . . . Mi . . . Mn

AP1 AP i APn

Monitoring specification
over AP efficiently?
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results
A methodology of design and evaluation of decentralized monitoring

1. Predictable monitor behavior
· Specifications in LTL or as Automata
· Data-structure: Execution History Encoding (EHE)

2. Separated monitor synthesis from monitoring strategies
· Centralized specification → Decentralized specification

· Monitors can now focus on parts of the specification
· Monitors communicate with other monitors (explicitly)

· Topologies of monitors (and dependencies)

3. THEMIS tool for the design and (reproducible) evaluation of decentralised
monitoring algorithms
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execution history encoding ↪→ Construction

q0 q1

a ∨ b

⊤¬a ∧ ¬b

t q expr
0 q0 ⊤
1 q0 ⊤ ∧ ¬⟨1, a⟩ ∧ ¬⟨1, b⟩
1 q1 ⟨1, a⟩ ∨ ⟨1, b⟩
2 q0 (¬⟨1, a⟩ ∧ ¬⟨1, b⟩) ∧ (¬⟨2, a⟩ ∧ ¬⟨2, b⟩)
2 q1 [(¬⟨1, a⟩ ∧ ¬⟨1, b⟩) ∧ (⟨2, a⟩ ∨ ⟨2, b⟩)] ∨ [(⟨1, a⟩ ∨ ⟨1, b⟩) ∧ ⊤]

...
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execution history encoding ↪→ Properties

1. Soundness (provided that observations can be totally ordered)

· For the same trace, EHE and A report the same state/verdict

2. Strong Eventual Consistency (SEC)

· EHE is a state-based replicated data-type (CvRDT)
→ Order of messages does not effect the outcome
→ Monitors that exchange their EHE find the same verdict

3. Predictable size
· The EHE encodes all potential and past states, as needed

→ Can assess the complexity of algorithms by how they manipulate EHE

Algorithm delay # Msg |Msg|
Orchestration Θ(1) Θ(|C|) O(|APc|)
Migration O(|C|) O(m) O(m|C|2)
Choreography O(depth(mroot)) Θ(|E |) Θ(1)
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decentralized specification

· Each monitor is associated with a tuple ⟨A, c⟩
· A is its specification automaton
· c is the component the monitor is attached to

· The transition labels of an automaton A are restricted to:

· Atomic propositions local to the attached component
· References to other monitors

· Formal semantics and underlying issues in papers :-)

q0 q1

q2

thigh
fan ∧ thigh¬thigh

¬fanfan ∧ ¬thigh

⊤

q00

A0
(Temp)

q01

q02

thigh
m1 ∧ thigh¬thigh

¬m1m1 ∧ ¬thigh

⊤

q10 q11

q12
A1

(Fan)

fan

¬fan

⊤

⊤
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themis ↪→ Overview

Design

Instru-
ment

Execute

Analyze

Design Design a monitoring algorithm

Instru-
ment

Create or re-use metrics.
Metrics are automatically

instrumented using AspectJ

Execute
Use THEMIS tools to execute
one or more monitoring run(s)

Analyze
Measures are stored

in a database for
postmortem analysis

Use a common API to build algorithms and measures
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themis ↪→ Overview

(1) Design (monitoring algorithms)

(2) Instrument (# msg)

(3) Execute (simulation) and (4) Analyze
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summary and future work

⋆ Decentralized Monitoring of (De)Centralized Specifications

1. Aim for predictable behavior → EHE data structure

2. Separate synthesis from monitoring → decentralized specifications
3. Methodology + tool support for designing, measuring, comparing and

extending decentralized RV algorithms → THEMIS tool

https://gitlab.inria.fr/monitoring/themis-demo

⋆ Future/Ongoing Work

1. Centralised specification → equivalent decentralized specifications

2. Runtime enforcement of centralized and decentralized specifications
3. Home Automation systems on iCasa with G. Vega and P. Lalanda

· How to write clear, scalable, and modular specifications?
· How to efficiently organize monitors?
· How to manage interactions (and conflicts) between monitors?
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